COMMUNITY BANKERS ASSOCIATION OF ILLINOIS

Webinar - On-Demand Web Link

Incident Response Program: Bo:efore & After a Data Breach New Registration
Tuesday, April 27, 2010 o ptionS!
2 - 3:30 p.m.

Inciclent response planning, recovery, and testing are receiving strong focus by regulators and banks. Management’s goal is to minimize damage
to the institution and its customers, through containment and restoration. How is management required to address unauthorized access or use of
customer information? Leam the process banks should use to identify, manage, remediate, and test security incidents. Understand how to assess
the nature and scope of the incident; how 1o identily what customer information has been accessed or misused; the imporance of promptly notily-
ing your primary federal regulator and appropriate law enforcement authorities; and filing a timely SAR. National and state data-breach laws that
your bank must comply with will be outlined and a step-by-step roadmap to prepare an efficient incident response program will be provided.

HIGHLIGHTS

e What is a data breach? eIncident response testing and policy

e Define unauthorized access to customer data *SAR’s - when to file?

*When do I need to notify law enforcement or my customer of a data  eBreach laws - How will they affect you?

breach? eHow do I preserve evidence during a data breach?

e Incident response program - what do the regulators want? eHow does a penetration test assess my incident response program?

e Develop an incident response process

WHY SHOULD YOU PARTICIPATE?
This session is a cost-effective way to learn how to document and implement an incident response program and be prepared if a security ind-
dent occurs. You may train as many individuals as vou like for one sel price. There will be no travel costs, no time lost from work, and no one

will be required to leave the institution.

WHO SHOULD ATTEND?
This informative session is directed to bank presidents, directors, operations managers, IT personnel, Information Security Officers, and IT

Committee members.

ABOUT THE PRESENTER

Dr. Kevin F. Streff, Secure Banking Solutions, is the Director of the Center for Information Assurance at Dakota State, which has been recog-
nized by both the National Security Agency and The Department of Homeland Security as a national center of academic excellence in informa-
tion assurance. Dr. Streff has extensive knowledge of the finandial services industry, incduding banking, insurance, and credit operations and
speaks nationally on securily issues and solutions relevant 1o small and medium-sized banks. TTe is the founder and managing partner of Secure
Banking Solutions, a security consulting firm focused on improving security in community banks across the country. Dr. Streff is also President
of InfraGard - South Dakota, a partnership program between Private Industry and the U.S. government (represented by the FBI).

NEW! THREE REGISTRATION OPTIONS

1. LIVE WEBINAR

The LIVE WEBINAR registration option allows vou 1o have one telephone connection (or the audio portion and one internet connection (from a
single computer lerminal) Lo view online visuals as the presentation is delivered. You may have as many people as vou like listen from yvour
office speaker phone. Registrants receive a (oll-lree number and pass code that allows entrance to the seminar. The session is approximately 90
minutcs, incuding question and answer scssions. Scminar matcrials arc sent prior to the broadcast along with hookup instructions. Your pin
number, hookup instructions, and handouts arc ¢-mailed to you You nced the most current version of Adobe Acrobat Reader available free at

www adobe.com.

2. ON-DEMAND WEB LINK**

Can't atlend the live webinar? The ON-DEMAND WEB LINK** is a recording of the live event including audio, visuals, and handouts. We even
provide the presenter's email address so you may ask follow-up questions. Within five business days following the webinar, you are provided
with a web link that can be viewed anytime for the next six months. This link expires six months after the live program clate.

3. BOTH LIVE WEBINAR AND ON-DEMAND WEB LINK**
Includes options 1 and 2 ahove.

*All materials are subject to copyright and intended for your bank’s usc only.

AFFORDABLE TRAINING, WHEN AND WHERE YOU CHOOSE.

Community Bankers Association of lllinois « go1 Community Drive » Springfield, IL 62703



REGISTRATION FORM

Incident-Response Program: Before & After A Data Breach Webinar
Tuesday, April 27 2 -3:30 p.m.

Choose Your 'Iraining Option:

Purchase Training Options CBAI Member Non-Member*
(Check one) (Registration includes one location hook-up)
Live Webinar $245 $395
On-Demand Link* $245 $395
Special Pricing for Live Webinar & On-Demand Link $345 $495
Special Pricing for Additional Live Webinar Location $235 $385

*All materials are subject to copyright and intended for you bank’s use only.

Name Title

Bank

Street Address

City/State/Zip

Phone Fax Email

Material Delivery Options
Check here if you are unable to receive your hook-up instructions and materials via the Internet and hard copies will be
mailed to you.

*Only financial institutions/firms eligible for CBAI membership.

Please select your payment method.

n Check Enclosed n Check in Mail m Credit Card*

*If you are paying by credit card, please fill out the following information. (MasterCard & Visa accepted).
Name as It Reads on Card Card Number

Company Name on Card Expiration Date

Billing Address of Card

Mail it in:

CBAI Education Department
901 Community Drive
Springfield, IL 62703-5184

Fax it in:
(217) 585-8738

@j

Click it in:

Call it in: N
www.cbai.com

(217) 529-2265

A
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Please note: On-demand link is available five days after the webinar date and expires six months after.



